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Configuration and Management of Networks

STP – Redundant topology 

• Broadcast storms: Each switch or bridge floods broadcasts endlessly. 
This situation is commonly called a broadcast storm. 

• Multiple frame transmission: Multiple copies of unicast frames may 
be delivered to destination stations

• MAC database instability: Instability in the content of the MAC 
address table results from copies of the same frame being received on 
different ports of the switch. 
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STP – Loop Avoidance  

• Elects one root bridge: STP has a process to elect a root bridge. 
Only one bridge can act as the root bridge in a given network. On 
the root bridge, all ports are designated ports. 

• Selects the root port on the nonroot bridge: The root port is the 
lowest-cost path from the nonroot bridge to the root bridge. 

• Selects the designated port on each segment: On each segment, 
STP establishes one designated port. The designated port is 
selected on the bridge that has the lowest-cost path to the root 
bridge.
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STP – Loop Avoidance  
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STP – Loop Avoidance  
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STP – Port States

Goal: Prevent loops while BPDU 
information propagates trough the 
Network. 

Blocking ports only receive BPDUs

Listening ports receive 
and send BPDUs.

Learning ports only 
forward BPDUs. But learn 
Port–MAC mappings
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STP – Standards
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STP – Default configuration
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STP – implementing PVRST+
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STP – State transitions
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STP – State transitions
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STP – State transitions RSTP
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STP – Multiple Spanning Tree Protocol (MST)
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STP – MST configuration

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
 



Configuration and Management of Networks

STP – Recommendations
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Inter VLAN routing

Inter-VLAN communication occurs between broadcast domains via a 
Layer 3 device.
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Inter VLAN routing Switch virtual interfaces
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Inter VLAN routing SVI configuration 
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Inter VLAN routing SVI configuration 
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Inter VLAN routing - routed ports in multilayer Switches 
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Inter VLAN routing - routed ports configuration
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Inter VLAN routing - Layer 3 EtherChannel
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Inter VLAN routing - Layer 3 EtherChannel
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Inter VLAN routing - Routing Protocol configuration
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Inter VLAN routing - Routing Protocol verification
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Inter VLAN routing - DHCP Service
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Inter VLAN routing - DHCP Configuration
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Inter VLAN routing - External DHCP
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Inter VLAN routing - Summary
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Network Layer - Routing

• Static: The router learns routes when an administrator manually 
configures the static route. The administrator must manually update 
this static route entry whenever an internetwork topology change 
requires an update.

• Dynamic: The router dynamically learns routes after an 
administrator configures a routing protocol that helps determine 
routes.

Routing protocol

describe the following information: 

• How updates are conveyed 

• What knowledge is conveyed 

• When to convey the knowledge 

• How to locate recipients of the updates
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Network Layer – IGP and EGP
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Network Layer – IGP and EGP

• Distance vector: The distance vector routing approach determines the 
direction (vector) and distance (such as hops) to any link in the 
internetwork. 

• Link-state: The link-state approach, which utilizes the shortest path 
first (SPF) algorithm, creates an abstraction of the exact topology of the 
entire internetwork, or at least of the partition in which the router is 
situated. 

• Advanced distance vector: The advanced distance vector approach 
combines aspects of the link-state and distance vector algorithms. This 
is also sometimes referred to as a hybrid routing protocol.
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Routing protocols in the Network
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